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A U D I O  A N D  W E B  C O N F E R E N C I N G  S O L U T I O N S  

WEB VISUALS  
 
Security Overview 
Introduction 
 
Onl ine meet ings—shar ing ideas and informat ion over the Internet—have become a v i ta l  part  of  
today’ s  bus iness  environment .  Yet  behind the growing use of  web conferencing so lut ions  i s  a  
just i f iab le  concern about  data secur i ty .  
 
We understand your  need to communicate remote ly whi le  mainta in ing your s t r ic t  secur i ty  
s tandards .  Web Visua ls ,  our  col laborat ive audio,  web and desktop v ideo conferencing serv ice ,  
addresses  that  need through the next -generat ion SwitchTower ® mul t imedia network .  The 
SwitchTower network prov ides an unparal le led remote meet ing exper ience wi th in a complete ly  
secure environment .  By of fer ing t ight  conferenc ing secur i ty  in a fu l ly  integrated p lat form and 
upt ime of  99.9%,  we bel ieve that  your  enterpr ise should have i t  a l l .  
 
Th is  document descr ibes  how Web Visua ls  operates over  the Swi tchTower network to del iver  
opt imal  secur i ty ,  whi le g iv ing you the contro l  to  make the choices that  best  f i t  your company’s  
data protect ion needs.  

Flexible Options for Total Security 
 
With mult ip le  layers  of  encrypt ion and in-depth access  contro l ,  Web Visua ls  provides an 
advanced leve l  o f  secur i ty  unavai lable in other web conferencing so lut ions .  In addi t ion,  Web 
Visua ls  provides the f lex ib i l i ty  and contro l  to determine the leve l  of  secur i ty  required on a 
meet ing-by-meet ing bas i s .  

Web Visuals ’  Encryption Architecture 
When we des igned our data encrypt ion archi tecture for  the SwitchTower network ,  we had the 
future in  mind.  As  more companies come to re ly upon onl ine meet ing technology in order  to 
conduct  thei r  day- to -day af fa i r s ,  we ant ic ipate that  sys tem adminis t rators  wi l l  require a web 
conferencing so lut ion that  of fers  f lex ib le secur i ty  set t ings ta i lored to the ir  spec i f ic  corporate 
secur i ty  pol ic ies .   
 
In addi t ion,  t rends indicate that  secur i ty  concerns wi l l  prompt some companies to br ing 
components  of  the ir  conferencing so lut ion in -house.  The SwitchTower network  was des igned to 
be f lex ib le on both f ronts .  Th is  next -generat ion env ironment ca l l s  for  a data encrypt ion scheme 
that  supports  mul t ip le hops,  robust  server  conf igurat ions  and the abi l i ty  to encrypt  d i f ferent  
data types .  
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The SwitchTower network secur i ty  archi tecture i s  modeled af ter  the PGP scheme,  which was a 
ground-break ing secur i ty  method that  i s  now a s tandard for  corporate emai l  encrypt ion.  L ike 
emai l ,  web conferenc ing presents  a  scenar io where data can be passed across  many 
connect ions wi th an unknown transmiss ion route .  L ike PGP,  we developed a sca lable ,  automat ic  
and se l f  managing method of  protect ing your data as i t  moves across  company networks ,  the 
SwitchTower network and the Internet .  The Swi tchTower network employs high-per formance 
encrypt ion a lgor i thms that  encrypt the data f rom i t s  or ig inat ion to i t s  f ina l  endpoint ,  wi thout 
be ing decrypted and re-encrypted at  mul t ip le exchange points .  The resu l t  i s  a h ighly 
sophis t icated end- to-end 128-b i t  encrypt ion scheme that  guarantees  your data i s  protected f rom 
the t ime i t  i s  sent  out  f rom the meet ing moderator  to the t ime i t  reaches the meet ing 
part ic ipants .  
 
An addit ional  feature that  sets  Web Visuals  secur i ty apar t  i s  the leve l  o f  choice i t  o f fers  you to 
encrypt  d i f fer ing data types over  a s ing le socket .  The benef i t  i s  the abi l i ty  to max imize 
throughput per formance by encrypt ing only the data that  your company fee ls  i s  sens i t ive .  For  
example,  i f  the documents you are shar ing wi th in your  meet ing are h ighly sens i t ive but the 
v ideo i s  not ,  then you can choose to encrypt  the Document  V iewing feature but  not  the v ideo 
t ransmiss ion.  Tradi t ional  methods of  encrypt ion would involve secur ing mul t ip le sockets ,  which 
could af fect  speed and per formance.  
 
In deve loping th is  secur i ty  archi tecture,  we a lso leveraged industry -s tandard encrypt ion 
components .  
 
Secure Socket  Layer  (SSL)  
We use industry s tandard Secure Socket  Layer  (SSL)  to protect  a l l  web pages d isp layed wi thin 
Web Visua ls .  These pages are pr imar i ly  respons ib le for  the pre-meet ing and post -meet ing 
funct ions spec i f ic  to moderators ,  such as account prov is ioning,  login and reports .  Data co l lected 
or  disp layed on these web pages i s  protected through SSL server  authent icat ion,  used to a l low 
the end user  to ver i fy  the server ’ s  ident i ty .  SSL a lso prov ides  for  encrypt ion over  the ent i re 
socket  connect ion in order  to detect  any at tempt at  tamper ing with or  observ ing data in t rans i t .  
F ina l ly ,  SSL he lps ensure data secur i ty  between the c l ient  appl icat ion and Web Visuals  servers .  
 
Publ ic  Key Encrypt ion (PKE)  
In order  for  a secure connect ion to be establ i shed,  Web Visua ls  ut i l i zes  Publ ic  Key Encrypt ion 
(PKE) in a sophis t icated form of  data key exchange.  PKE i s  used in the negot iat ion that  
u l t imate ly determines the unique key that  wi l l  be used between the sender and the server  that  
wi l l  rece ive and decrypt  the data .  
 
In summary,  Web Visuals ’  encrypt ion archi tecture ,  powered by the SwitchTower network ,  of fers  
customers  the h ighest  s tandards  of  data secur i ty ,  sca lab i l i ty  and choice ,  a l l  whi le leveraging 
industry -s tandard protocols .  You are assured that  the integr i ty  of  your company’s  data i s  
protected both in s tandard ASP and on-premise deployments .  
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Access control choices 
 

Web Visua ls  a l so g ives  you numerous methods to res tr ict  and secure access  to onl ine meet ings .  
Th is  f lex ib i l i ty  g ives  you complete contro l  over a l l  aspects  of  the conference whi le  eas i ly  
determin ing the appropr iate leve l  of  secur i ty  needed.  
 
Each moderator  i s  ass igned a unique conference ID and P IN,  which i s  required when in i t ia t ing 
e i ther  a  web or  audio conference.  As  an added layer  of  secur i ty ,  you can create a secur i ty  
passcode unique to each conference.  
 
Because encrypt ion can af fect  conference performance,  Web Visua ls  puts  the decis ion about 
what  to encrypt  in your hands to determine what secur i ty  leve l  i s  appropr iate for  a par t icu lar  
conference.  You can indiv idual ly  spec i fy  whether  to encrypt  features  such as  Document 
Viewing,  Appl icat ion and Browser  Shar ing,  Par t ic ipant  Informat ion,  Chat  and Video.  To a l ter  
secur i ty  set t ings ,  you s imply c l ick  on the Secur i ty  tab with in your prof i le  and se lect  which 
features to encrypt .  These se lect ions can be changed at  any t ime.  
 
The fo l lowing access  contro l  set t ings  give the conference moderator addi t ional  secur i ty  opt ions :  
 

•  Conference lock – Ensure that  no other par t ic ipants  enter  the conference,  inc luding the 
conference operator ,  unless  requested.  

•  Entry/ex i t  announcements – Hear  a tone or  par t ic ipants ’  names as they enter  or  leave the 
ca l l .  

•  Part ic ipant l i s t  –  See both par t ic ipants ’  names and Automat ic Number Ident i f icat ions (ANI) ,  
commonly known as Cal ler  ID,  to ver i fy  ident i t ies  and provide a part ic ipant  count .  

•  Dia l -out  to part ic ipants  – Dia l -out  to part ic ipants  v ia the te lephone or  the web inter face to 
ver i fy  the ident i ty  of  the people in your meet ing.  

•  Secur i ty  passcodes –  Des ignate secur i ty  passcodes for  any web or audio conference,  which 
are then required in order  for  par t ic ipants  to access  both port ions of  the conference.  

•  Conference operators  – Request  a publ ic  or pr ivate conference operator to  answer 
addi t ional  quest ions about  the conference part ic ipants  over  the te lephone or  on the web.  

•  Post -conference repor ts  – Receive deta i led repor ts  that  l i s t  the par t ic ipants  in your event .  
 
As a resul t  o f  th i s  comprehens ive access  contro l ,  only author ized users  can access Web Visua ls  
conferences  and shared data,  and moderators  can choose which contro l  features  to act ivate on 
a case-by-case bas i s .  
 

Conclusion 
 
The secur i ty  of  your  data i s  the top pr ior i ty .  With comprehens ive measures implemented at  
mult ip le  leve ls  with in each conference,  you can be conf ident  your propr ietary informat ion i s  
secure f rom unauthor ized access  at  a l l  t imes .  Together ,  Web Visua ls  and the Swi tchTower 
network ensure that  you can have i t  a l l :  secure,  re l iable web,  audio and v ideo conferencing,  
h igh per formance and the contro l  to ta i lor  your  ent i re  meet ing exper ience to meet  your remote 
communicat ion needs.  
 
 
 


